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Wire Transfers
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Part 1 — Introductory

1.1. Foreword
1.2. Status of Guidance
1.3. Purpose of the Handbook
1.4. Failure to Comply with AML/CFT Code
1.5 FATF Recommendations
1.6  Compliance Culture
1.7 Risk Based Approach
1.7.1 What is risk?
1.7.2 What is mitigation?
1.8 Assessing Compliance with a Risk Based Approach

1.1 Foreword

This document is designed to provide guidance to those businesses licensed under
the Financial Services Act 2008%, or registered under the Designated Businesses
(Registration and Oversight) Act 2015. These persons, which are businesses in the
regulated sector as defined by Schedule 4 to the Proceeds of Crime Act 2008
(“POCA”) are referred to throughout this document as “relevant persons”. Other
persons included in Schedule 4 to POCA may also use this guidance as a reference
tool if they wish.

The Isle of Man has a reputation as a sound and well regulated jurisdiction. This is
confirmed by the IMF report of August 2009,the MONEYVAL 2013 follow up report,
and the MONEYVAL Onsite Assessment 2016 . It is essential for the Island to maintain
this reputation in order to continue attracting legitimate investors with funds and assets
that are clean and untainted by criminality. Anyone in the Isle of Man that assists in
laundering the proceeds of crime or is involved in the financing of terrorism or
proliferation?, whether knowingly, unintentionally, or without regard to what it may be
facilitating through the provision of its products or services, could face law enforcement
investigation, the loss of reputation and the possibility of regulatory sanctions or
criminal proceedings. Involvement of a relevant person with criminal or terrorist
property will also damage the reputation of the Isle of Man as a whole.

The Isle of Man legislative framework for anti-money laundering and countering the
financing of terrorism (“AML/CFT”) has been in place and effective since 19903. This
legislation has been regularly updated to deal with new threats that have emerged and
has strengthened the Isle of Man’s defences against all crimes money laundering and
international terrorism. In addition to the legislation being in place, the continued

1If a fiduciary is part of a group which is subject to AML/CFT guidance issued under the Insurance
Act and / or the Retirement Benefits Schemes Act 2000 the fiduciary may follow that guidance as long
as the business can demonstrate compliance with the Code.

2 Note that where money laundering and the financing of terrorism (ML/FT) is stated this also refers to
proliferation.

3 Criminal Justice Act 1990 and Prevention of Terrorism Act 1990.
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vigilance and co-operation of the financial sector and designated non-financial
businesses and professions (“DNFBPs”) is vital to maintain these defences.

The Island’s current anti-money laundering requirements are detailed in the Anti-
Money Laundering and Countering the Financing of Terrorism Code 2015 (“the Code”)
which applies to all relevant persons. The Code is made under Section 157 of POCA

The Island’s anti-terrorism legislation can be found in the Anti-Terrorism and Crime
Act 2003 (“ATCA”), the Anti-Terrorism and Crime (Amendment) Act 2011 and the
Terrorism and Other Crimes (Financial Restrictions) Act 2014. Section 68 of the
Terrorism and Other Crimes (Financial Restrictions) Act 2014 requires the DHA to
publish a Code for the purposes of preventing and detecting the financing of terrorism
(“FT”) and proliferation. The Code also has provisions in relation to this area.

The lIsland’s National Risk Assessment (“NRA”) has now been completed. The
document can be found here.

1.2 Status of Guidance

Section 12 of the Financial Services Act 2008 and Section 32 of the Designated
Businesses (Registration and Oversight) Act 2015 state that the Authority may issue
and publish guidance as it considers appropriate.

The Authority issues guidance for various purposes including to illustrate best practice,
to assist relevant persons in complying with legislation and to provide examples or
illustrations. The guidance in this Handbook is not law, however it is persuasive.
Where a person follows guidance this would tend to indicate compliance with the
legislative provisions, and vice versa.

This Handbook is written to supplement the Code and assist relevant persons in their
compliance with the legislation. The main body of the Handbook, which consists of
Parts 1 to 9, applies to all businesses. Additional guidance which is specific to different
industries will be published separately on the Authority’s website, this is referred to in
this document as “sector specific guidance”.

The sector specific sections build on the core document for each business sector and
should not be read in isolation. The sector specific sections help those sectors identify
risk areas unique to that sector or provide refined guidance in respect of due diligence
measures where a one-size fits all approach may not work. Finally these areas are
illustrated with case studies to assist in providing context to these threats and
vulnerabilities.

If a relevant person has any particular areas that they would like to see included in the
Handbook or the sector specific guidance the Authority would welcome feedback on
this.

1.3 Purpose of the Handbook

1. The purpose of this Handbook is to assist relevant persons in understanding their
obligations and to enable the Island to maintain and further its high standards;
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2. summarise and explain the requirements of the primary and secondary AML/CFT
legislation in the Isle of Man;

3. assist relevant persons to comply with the requirements of POCA, ATCA, the
Terrorism and Other Crimes (Financial Restrictions) Act 2014 and the Code by
specifying best practice;

4. set the minimum criteria to be followed by all relevant persons in the Isle of Man
where there is knowledge, suspicion or reasonable grounds to suspect ML and/or
FT,

5. promote the use of a proportionate, risk-based approach to Customer Due

Diligence (“CDD”) and Enhanced Due Diligence (“EDD”) measures;

ensure compliance with international standards by the Isle of Man; and

emphasise the particular ML/FT risks of certain of the services and products

offered by relevant persons in the Isle of Man.

N

This Handbook does not aim to prescribe an exhaustive list of recommended
AML/CFT practices. A reasonable, proportionate and intelligent risk-based approach
is required. Each relevant person must consider its own particular circumstances. This
includes additional measures that may be necessary to prevent its exploitation and
that of its products and services by persons seeking to launder criminal property or to
finance terrorism.

The Authority recognises that relevant persons may have systems and procedures in
place which, whilst not identical to those outlined in the Handbook, nevertheless
impose controls and procedures which are at least equal to if not higher than those
contained in the Handbook. This will be taken into account by the Authority when
assessing the adequacy of a business’s systems and controls.

1.4 Failure to Comply with the AML/CFT Code

Paragraph 41 of the Code sets out the offences for contravening the requirements of
the Code:

1. on summary conviction, breach of a provision of the Code carries a maximum
custody period of twelve months or a fine not exceeding £5,000, or both.

2. on conviction on information, breach of a provision of the Code carries a
maximum custody period of 2 years or a fine, or both.

Paragraph 41(2) of the Code states that a court may take account of any relevant
supervisory or regulatory guidance given by a competent authority that applies to that
person.

The Authority will take account of this Handbook in assessing the level of compliance
with the Code when conducting its supervisory or oversight visits / meetings. The level
of compliance of a relevant person will therefore be directly relevant to its licensed or
registered status and any assessment of the fithess and propriety of its owners or
other key persons where appropriate. Failure to comply with the minimum
requirements of the Code may be regarded by the Authority as an indication of:

1. conduct that is not in the best economic interests of, or which damages the

reputation of the Isle of Man; and/or
2. lack of fitness and propriety;
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This may therefore result in regulatory action at the discretion of the Authority and in
certain cases, it may result in revocation of a licence or de-registering of a business.

1.5 FATF Recommendations

The Financial Action Task Force (“the FATF”) is an independent inter-governmental
body that develops and promotes policies to protect the global financial system against
ML, FT and the financing of the proliferation of weapons of mass destruction. The
FATF Recommendations are recognised as the global standards in respect of
AML/CFT.

In June 2012 the Council of Ministers issued a strong commitment to following
international standards in combating ML, FT and proliferation of weapons of mass
destruction. In May 2017 the Isle of Man Government published A Progress Report on
Anti-Money Laundering and Combatting the Financing of Terrorism Matters In the Isle
of Man Government issued its AML/CFT National Strategy for 2017 - 2020. The
document can be found here.

A link to the 2012 FATF 40 Recommendations, upon which our legislation and this
guidance is based, can be found here.

In October 2012, the Island joined the MONEYVAL mutual evaluation process.
MONEYVAL is a FATF style regional body. The aim of MONEYVAL is to ensure that
its member states have in place effective systems to counter ML and FT and comply
with the relevant international standards in these fields.

MONEYVAL assesses its members' compliance with all relevant international
standards in the legal, financial and law enforcement sectors through a peer review
process of mutual evaluations. Its reports provide recommended actions on ways to
improve the effectiveness of domestic regimes to combat ML and FT and the capacity
of its members to co-operate internationally in these areas. MONEYVAL also
publishes typologies and procedures to assist jurisdictions in compliance with the
international standards.

1.6 Compliance Culture

The Authority expects relevant persons to give due priority to establishing and
maintaining an effective compliance regime and culture. The Authority recognises that
effective AML/CFT policies and procedures can only be delivered through partnership
with the industry and, accordingly, expects all relevant persons to ensure that they
establish an open and positive approach to compliance and AML/CFT issues amongst
all employees.

The board and senior management have a responsibility to ensure that a relevant
person’s systems and controls are appropriately designed and implemented, and are
effectively operated to reduce the risk of the business being used in connection with
ML/FT.

10
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The board or senior management of a relevant person must establish documented
systems and controls which:

1. undertake risk assessments of its business and its customers?;

2. determine the true identity of customers and any beneficial owners and
controllers;

3. determine the nature of the business that the customer expects to conduct and
the commercial rationale for the business relationship;

4.  require identification information to be accurate and relevant (relevant persons
are not automatically required to replace identity documents simply because they
have expired since first being obtained);

5.  require business relationships and transactions to be effectively monitored on an

ongoing basis with particular attention to transactions which are complex, both

large and unusual, or an unusual pattern of transactions which have no apparent
economic or lawful purpose;

compare expected activity of a customer against actual activity;

apply increased vigilance to transactions and relationships posing higher risks of

ML/FT;

8. ensure adequate resources are given to the Money Laundering Reporting Officer
(“MLRQO”) and the compliance function to enable the standards within this
Handbook to be adequately implemented and periodically monitored and tested;

9. ensure procedures are established and maintained which allow the MLRO and
any other designated person to have access to all relevant information, which
may be of assistance to them in considering suspicious activity reports (“SARSs”);

10. require a disclosure to the Financial Intelligence Unit (“FIU”) when there is
knowledge or suspicion or reasonable grounds for knowing or suspecting ML
and/or FT, including attempted ML and/or FT; and;

11. maintain records for the prescribed periods of time.

~N o

Relevant persons must adopt a robust approach and not refrain from asking their
customers “awkward” questions in circumstances of unusual activity. Any reluctance
or failure by the customer to provide credible and verifiable answers should lead the
relevant person to consider the reason for this reluctance, consider if this makes them
suspicious and then take appropriate action.

A hierarchical approach within a business may hinder an effective system of AML/CFT
control. Relevant persons need to recognise and address this. The human element is
very important in this context in that policies and procedures only work if they are
understood, followed and enforced by those required to comply with them. The inter-
relationships between different employees within a relevant person and between
employees and customers, can result in the following damaging barriers:

1. senior management being unwilling to lead on the concept of the need for sound
corporate ethics;

4 1t should be noted that the Code defines a customer of a relevant person (excluding SNPOs) as a person
seeking to form a business relationship or to carry out an occasional transaction, or carrying on a business
relationship, or carrying out an occasional transaction. Where the term ‘customer’ is used in this Handbook it
should also be considered that it also refers to the ‘beneficial owner’; which is the natural person owning or
controlling the customer on or on whose behalf a transaction or activity is being conducted.

11



AML/CFT Handbook Part 1 Introductory

2. more junior employees assuming that their concerns or suspicions are not
significant;

3. employees being unwilling to subject high value (therefore important) customers
to effective CDD checks;

4. management or customer relationship managers outside the Isle of Man
pressurising employees in the Isle of Man to transact without obtaining all
relevant CDD and business relationship information;

5. employees being unable to understand the commercial rationale for customer
relationships and the use of certain products / services, so that potentially
suspicious activity is not identified,;

6. lack of time and/or resources to address concerns generating a tendency for line
managers to discourage employees from raising concerns; and

7.  conflict between the desire on the part of employees to provide a confidential and
efficient customer service and the requirement for employee vigilance in respect
of prevention and detection of ML/FT.

1.7 Risk Based Approach

The FATF Recommendations state that AML/CFT requirements must allow a business
to adopt a risk-based approach towards the prevention and detection of ML/FT.
Provision for using a risk based approach in meeting the AML/CFT requirements is
made in the Code.

It is very important to note that POCA, ATCA and the Code do not prohibit or prevent
any streams of business, any customers or systems, unless they are undertaking
ML/FT. The legislation requires only that the risks posed by customers, products and
systems are identified, mitigated and the mitigating factors/controls are documented
and reviewed periodically.

This Handbook suggests ways in which the relevant person can comply with the
requirements of the AML/CFT legislation. The application of a risk based approach
provides a strategy for managing potential risks by enabling relevant persons to
subject customers to proportionate controls and oversight. Relevant persons will
always have to make their own determination as to the risks based on their respective
circumstances and should always avoid a “tick box” approach. An assessment of risk
should always be documented, reasonably and objectively justifiable and sufficiently
robust so as to demonstrate that the business acted reasonably. Finally, while a risk
based approach grants a wide degree of discretion, parameters set by law or
regulation may limit that discretion.

1.7.1 What is risk?

Risk can be seen as a function of three factors and ideally, a risk assessment
involves making judgments about all three of these elements:

e THREAT - person or group of people, an object or an activity with the
potential to cause harm.

e VULNERABILITY - those things that can be exploited by the threat or
that may support or facilitate its activities.
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1.7.2

e CONSEQUENCE - the impact or harm that ML or FT may cause.

What is mitigation?

Relevant persons must then take appropriate steps to mitigate any risks that
have been identified. This will involve determining the necessary controls or
procedures that need to be in place in relation to a particular part of the
business in order to reduce the risk identified. The documented risk
assessments that are required to be undertaken by the Code will assist the
business to develop a risk based approach.

A risk based approach:

1. recognises that the ML/FT threat to a relevant person varies across
customers, jurisdictions, products and delivery channels;

2. allows a relevant person to be flexible in relation to the AML/CFT
requirements in a way that matches the risk profile of the business itself
and the customers of that business;

3. allows a relevant person to apply its own approach to procedures,
systems and controls and arrangements in particular circumstances;
and

4. helps to produce a more cost effective system by applying resources to
where the risks are assessed as greatest.

Systems and controls may not always prevent and detect all ML/FT. A risk-
based approach will, however, serve to balance the cost burden placed on
relevant persons and on their customers with a realistic assessment of the
threat of a business being used in connection with ML/FT. It focuses effort
where it is needed and has most impact.

1.8 Assessing Compliance with Risk Based Approach

Relevant persons should avoid rigid internal systems of control as these can
encourage the development of a ‘tick box’ mentality that can be counter-productive.
Internal systems should require employees to think about the risks posed by individual
customers and relationships and to mitigate appropriately and document their thought
processes. The Authority, or its delegates, must be able to see clear, documented
rationale of how risks have been assessed and then how these risks have been
mitigated or controlled.

Any risk assessment systems used by the relevant person should be reviewed
regularly to check the system is effective and action should be taken to remedy any
identified deficiencies.
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Part 2 — General Requirements

2.1  General Requirements

2.1 General Requirements

The Code requires relevant persons to have certain procedures in place. This
Handbook is designed to aid relevant persons in the establishment and operation of
those procedures. Paragraph 4 of the Code requires a relevant person to:

1. establish, maintain and operate procedures in relation to the following —

(@) risk assessment;

(b) ongoing monitoring;

(c) CDD;

(d) record keeping and compliance;

(e) staff appointment and training;

(H appropriate reporting and disclosures; and

(g) any other internal controls and communication procedures that are
appropriate for the purposes of preventing and detecting ML/FT.

2. take appropriate measures for the purpose of making employees and workers
aware of —

(@) the procedures established, maintained and operated above; and
(b) the AML/CFT requirements;

3. monitor and test compliance with the Code in accordance with paragraph 29;
4. provide education and training to its staff in accordance with paragraph 31; and

5. comply with paragraphs 38 and 40 which is the use of Shell Banks and
fictitious/anonymous/numbered accounts respectively.

These procedures and controls must be approved by the senior management of the
relevant person and evidence of this approval should be made available to competent
authorities upon request. Examples of such evidence include board minutes or similar
documentary evidence.

It is a criminal offence for a relevant person to fail to establish, maintain and operate
the procedures listed above. Where such an offence is committed with the consent or
connivance of, or is attributable to neglect on the part of an officer of the business, he
too shall be deemed to have committed a criminal offence. The definition of “officer”
includes a director, manager, board member or secretary and a person purporting to
act as such.
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Part 3 — Risk Assessment
and Ongoing Monitoring

3.1 Business Risk Assessment
3.1.1 The nature, scale and complexity of its activities
3.1.2 Its customers, products and services
3.1.3 The manner in which it provides these products and
services to its customers
3.1.4 The reliance which is placed on any third parties for
elements of the CDD collected
3.2  Technological Developments Risk Assessment
3.2.1 Operational risks
3.2.2 Reputational risks
3.2.3 Legalrisks
3.3  Customer Risk Assessment
3.3.1 Lower risk
3.3.2 The business risk assessment
3.3.3 The nature, scale, complexity and location of the customer’s
activities
3.3.4 The type of customers, products and services
3.3.5 The reliance which is placed on any third parties for
elements of the CDD collected
3.4  Ongoing Monitoring
3.4.1 Transaction monitoring
3.4.2 Due diligence monitoring
3.4.3 Customer screening
3.4.4 Frequency of ongoing monitoring
3.4.5 Considering unreasonable customer instructions
3.4.6 Handling cash transactions
3.5  Jurisdiction Lists

3.1 Business Risk Assessment

A relevant person must, under paragraph 6 of the Code, undertake a business risk
assessment to estimate the risk of ML/FT on the part of the relevant business and its
customers. As explained at section 1.7.1 of this Handbook, a risk assessment involves
making a judgement of a number of elements including threat, vulnerability and
consequence.

It should also consider the extent of its exposure to risk by reference to a number of
additional factors which are explained in this section. The examples provided are not
exhaustive and other factors may need to be considered depending on the nature of
the business and its activities.

The relevant person must record and document its risk assessment in order to be able
to demonstrate its basis. The assessment must be undertaken as soon as reasonably
practicable after the relevant person commences business and regularly reviewed and
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amended to keep it up to date. It is expected that this risk assessment is reviewed at
least annually and this review should be documented to evidence that an appropriate
review has taken place.

Any risks that have been identified should be properly mitigated by policies,
procedures and controls. The relevant person should also document the mitigating
factors and controls put in place to provide an audit trail of how the assessed risks
have been mitigated.

Note that relevant persons who are licensed under the Financial Services Act 2008
(“FSA”) are under a further obligation to conduct a business risk assessment under
Rule 8.6 of the Financial Services Rule Book (“FSRB”). It is acceptable for a relevant
person to cover the requirement of both paragraph 6 of the Code and Rule 8.6 in one
assessment, however the overall AML/CFT score/assessment must not be impacted
by non-AML factors. The Authority suggests that a relevant person may wish to have
an overall risk score and a separate AML/CFT score

Paragraph 6(3) of the Code requires businesses to assess 5 key areas when
undertaking the business risk assessment:

(&) the nature, scale and complexity of the relevant person’s activities;

(b) the products and services provided by the relevant person;

(c) the persons to whom, and the manner in which the products and services are
provided;

(d) reliance on third parties for elements of the CDD process; and

(e) technological developments.

Businesses should also consider the findings of the NRA in their business risk
assessment.

Each of the areas specified by the Code, and examples of what factors a business

should consider as a part of assessing these areas, are detailed in the following
sections.

3.1.1 The nature, scale and complexity of its activities

e Consider the services provide