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What is the purpose of this document?
This document explains how the Authority’s risk tolerance is embedded into its overall
framework for risk management and decision-making.
Understanding how the Authority approaches risk is important for all regulated entities,
collective investment schemes, retirement benefit schemes and designated businesses
which are subject to the Authority’s supervision, regulation and oversight.
The Authority’s risk tolerance is reviewed on an annual basis and when there are
significant changes to its operating environment; any changes arising out of those
reviews will be reflected in updates to this document.
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A. INTRODUCTION
1. The Isle of Man Financial Services Authority (“the Authority”) is a statutory board with
three regulatory objectives which are set out in statute. These are –
(a) securing an appropriate degree of protection for policyholders,
members of retirement benefits schemes and the customers of persons
carrying on a regulated activity;
(b) the reduction of financial crime; and
(c) the maintenance of confidence in the Island’s financial services,
insurance and pensions industries through effective regulation, thereby
supporting the Island’s economy and its development as an international
financial centre.
The Authority also has four long term goals which underpin the regulatory objectives and
which are as follows –
•

Continue to review and enhance frameworks so that:o Users of financial services are appropriately protected and can make
informed decisions; and
o Financial crime is effectively deterred.

•

Ensure effectiveness of our regulatory, supervisory and enforcement approaches

•

Work in partnership with stakeholders to embrace innovation within a dynamic,
appropriately regulated, international financial sector.

•

Preserve our independence and build our resilience while remaining accountable and
transparent

While the Authority aims to achieve its objectives and goals to the maximum extent
possible, it needs to be recognised that it is not possible or feasible for it to eliminate all
risks to the financial system and its users. The Authority cannot provide total protection
for users of financial services and does not have a statutory obligation to do so; neither
will it be able to eliminate all financial crime or ensure that there is always full confidence
in all aspects of the Island’s financial industry. However effectively and efficiently the
Authority operates, the financial system and the users of financial services will always face
some level of risk. In operating its Enterprise Risk Management framework (“ERM”) the
Authority seeks to use the resources available to reduce risk to the maximum extent
possible in the areas that matter most.
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2. The Authority’s Enterprise Risk Tolerance Statement (“Statement”) provides a framework
for identifying and assessing significant risks to the achievement of its regulatory
objectives and long term goals. The Authority’s Strategic Plan is consistent with the
Statement in seeking to reduce the risks in the areas that matter most, and the Statement
informs decisions taken at all levels of the Authority, from discussions within individual
teams, to the management team and the Board.
3. An organisation’s risk tolerance is the level of risk it is willing to accept in the pursuit of its
goals. In this Statement the Authority explains the circumstances in which it is prepared
to accept some degree of risk and sets out what it is, and is not, willing to tolerate in
relation to that risk. The Authority is faced with a variety of risks to the achievement of
its objectives and goals. It may, for example, be confronted simultaneously with financial
distress or management shortcomings in a range of firms or sectors, along with risks of
money laundering or other financial crime and perhaps internal stresses in terms of its
own IT capability. These risks need to be identified and balanced against one another to
assist the Authority in deciding how to allocate its resources to achieve an optimum riskbased outcome.

B. GENERAL STATEMENT OF RISK TOLERANCE
4. The risks to the Authority’s achievement of its objectives (as set out by statute), can be
categorised into three broad categories;


risks internal to the Authority;



supervisory risks pertaining to regulated entities, designated businesses and
retirement benefits/collective investments schemes (“schemes”); and



external risks.

The Authority’s ERM framework has detailed processes for the identification, assessment
and management of those risks.
5. As a regulator, the Authority is naturally risk averse. It does not, however, have the desire
or ability to avert risk completely. While the Authority’s supervision will reduce the
likelihood that regulated entities, designated businesses and schemes will fail, for
example, it is recognised that such entities operate in a competitive environment and
need to take reasonable risks, which could lead to financial stresses and in some cases,
ultimately their failure. Similarly, notwithstanding the Authority’s best efforts, there will
always remain risks to the achievement of its other objectives. The focus of the Authority
is to recognise these risks to its objectives and use its resources in the most effective way
to reduce them to an acceptable level. In practice, this means that risks need to be
identified and their relative importance calibrated. The Authority then needs to deploy
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its resources to mitigate risk (in terms of both the likelihood of risks crystallising and the
impact if they do) in the most effective and efficient way.
6. Proportionality is an important concept for the Authority as a regulator and one of its key
principles is that any action should be commensurate with the resulting benefits. In
setting its risk tolerance levels, therefore, it considers what is the greatest threat to it
achieving its regulatory objectives and where is the greatest harm possible; those are the
areas for which it has least tolerance.
7. As a regulator in a small jurisdiction, the Authority cannot ignore the impact of its own
actions on the Island’s economy and in setting its risk tolerance it must consider “the need
for its regulatory, supervisory and registration regimes to be effective, responsive to
commercial developments and proportionate to the benefits which are expected to result
from the imposition of any regulatory burden.”1 As such, commercial implications figure
among the many other factors the Authority considers when developing its framework.
8. The Authority has an interest in providing a framework which facilitates and encourages
innovation, with one of its long term goals being to “work in partnership with stakeholders
to embrace innovation within a dynamic, appropriately regulated, international financial
sector”. There is an acceptance that a certain level of risk is critical to innovation, subject
to efforts being made to manage and control the risk appropriately.

C. RISK CATEGORIES
9. In terms of the Authority’s ERM framework, risks are categorised under three overarching
headings; internal (to the Authority), supervisory (risks posed by regulated entities,
designated businesses and schemes) and external (external to the Authority and usually
to other stakeholders).
10. The diagrams on the following pages show the categories included in internal, supervisory
and external risks.

1

Schedule 1 to the Financial Services Act 2008.
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D. RISK TOLERANCE LEVELS
11. For each category of risk, the Authority has identified the level of risk it will, in general,
tolerate ranging from zero to high. On the face of it, it may look surprising that a
regulatory body has anything other than low or even zero tolerance to all risks. As noted
however, it is not possible to eliminate all risk and supervisory bodies should not aim to
do so. It is, therefore, necessary to consider which risks are viewed as being most
important, in the sense there is low or even zero tolerance for them. These should then
be the main focus of attention. This certainly does not mean that the Authority is
indifferent to lesser risks, merely that these realistically have a lower priority and are
generally likely to attract less focus and resource.
On this basis, risks can be categorised from zero to high as follows.
Tolerance

Description

zero



Avoidance of all risk with little or no discretion; this is the type of
risk the Authority will seek to avoid in all cases and to which it will
attach a very high priority in the allocation of its resources. Zero
tolerance risks are relatively uncommon.

low



A risk which the Authority seeks to avoid wherever possible.
Significant resource will be applied in seeking to ensure that
residual risks in this category are very low.

moderate



Even after mitigation there is a moderate level of residual risk which
is accepted. There would not normally be a case for reallocating
resources to reduce the risk further.

high



There is little or no mitigation possible or appropriate such that
both inherent and residual risk are the same. Due to the nature of
the risk, the Authority is willing to accept that it is largely
uncontrolled.

12. The tolerance levels established for each category of risk are guidance tolerance levels
which have reference to what might be considered the most likely scenarios and might
change depending on specific situations. For example, the Authority might have an overall
moderate tolerance for certain risks but this would likely become lower in the case of
egregious or persistent failings. In a similar vein and particularly in respect of supervisory
risk, there might also be variations of tolerance for particular industry sectors.
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13. A more detailed outline of what each risk category comprises is found below per each
overarching heading.
14. Internal risk
The following diagram shows the seven categories of internal risk with the main subcategories, followed by an explanation of those risks. The Authority has a generally low
tolerance of risks across these areas although a slightly higher tolerance for the risks
arising from the trade off between the Authority’s statutory objectives and the need to
consider the commercial impact, albeit along with a number of other factors.
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Financial risk covers two main areas; the
Authority’s budget (the possibility that it has
insufficient resources to carry out its task),
and the possibility that fraud or theft might
be perpetrated by officers of the Authority.
Staff risk includes both capability (i.e. staff
do not have the right skills and expertise)
and capacity (i.e. there are not enough staff
to perform their functions effectively).

Technology risk is the risk that the Authority
does not have the information technology it
needs to discharge its functions for a
number of reasons, including cyber-attacks,
and the inability to recover from them,
restricted / personal information being
disclosed, IT systems outages or significant
failings, and our inability to obtain the
necessary technology to support change,
innovation and efficiency.
Strategic risk is the risk that the Authority
does not achieve its strategic plan (which is
seen as key to the achievement of its
objectives and goals) and/or that it does not
identify future risks that might impact its
strategic plan.

Governance risk is the risk that the Authority
does not make proper use of its powers,
delegations and due process in its decisionmaking, and/or that actions of Members
and staff of the Authority are influenced or
are perceived to be influenced by factors
giving rise to conflicts of interest.
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Regulatory risk is the possibility that the
Authority’s regulatory framework is not
equal to meeting its objectives and goals.
This could be as a result of the following –

The Authority’s regulatory framework fails to appropriately comply with international
standards and practices.
The desire to take acccount of the economic impact on the Island of regulatory
developments impacts the robustness of the regulatory framework developed by the
Authority; and
The desire to accommodate business innovation leads to poor supervisory outcomes for
consumers. In this and the above example the Authority could be seen as having
misjudged the trade off between potentially conflicting goals.
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15. Supervisory risk
The following diagram shows the seven categories of supervisory risk followed by an
explanation of those risks.
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In general, supervisory risk refers to the possibility
that the Authority is unable to achieve an
appropriate or necessary standard of supervision
of sectors, firms or individuals. The Authority has
a low (and in some instances zero) tolerance for
financial crime and also prudential and conduct
risk; it has a slightly higher tolerance for other
areas, where it recognises that responsibility for
managing risks rests primarily with firms. The
Authority’s focus is on having the appropriate
tools to address risks to consumers or others
should they crystallise.
One of the Authority’s key principles is that
“Regulated entities are responsible for managing
the risks within their business. Our job is to design
and advance a regulatory framework that
promotes effective controls, good risk
management and suitable disclosure; this is how
we contribute to the soundness of our industry.”

Financial Crime

It is accepted, therefore, that the board of directors is ultimately responsible and accountable
for the affairs of a regulated entity. The Authority’s role is not to interfere in the direction and
management of those entities unless there is a clear potential for their actions (or lack of
them) to impact its regulatory objectives adversely, in which case it has the powers and tools
to take action. In determining whether intervention is required, consideration is given to the
type of entity involved; for example, where the business is primarily with sophisticated
counterparties, an approach based on caveat emptor might be appropriate, however, where
the business is primarily with retail customers, the Authority would be likely to take a more
intrusive approach.
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Prudential

Prudential risks are those that can reduce the adequacy of a
regulated entity’s financial resources. This includes capital,
solvency and liquidity.

Client Assets

Client assets risk is the risk that a regulated entity is holding
monies and/or assets on behalf of its clients and does not
protect them appropriately such that the client loses those
monies and/or assets should the entity fail.

Conduct

Conduct risk is the risk that a regulated entity acts in a way
that leads to customer detriment and may arise through
factors such as the development/marketing of unsuitable
products, lack of transparency around product features etc.

Governance

Governance/management risk is the risk that regulated
entities have ineffective risk management systems, internal
control functions and/or governance, for example a board
which does not exercise appropriate direction and oversight.

Operational

Operational risk is loss occuring as a result of the failure of
inadequate people, processes and systems.

Strategic

Strategic/business model risk is the risk that a regulated
entity does not have a coherent strategy or that it pursues
strategies which are unlikely to achieve, or even prove
inimical to, its business objectives.

Financial Crime

Financial crime risk includes offences such as money
laundering, terrorist financing, fraud, bribery and
corruption, market abuse and insider trading.

16. External risk
External risks are outside influences that the Authority can do little to control directly but
which may impact its ability to achieve its objectives and long term goals. These are grouped
into six main categories, political, economic, social, technological, legal and environmental.
While these events are to a large extent outside of the Authority’s control, they need to be
monitored as part of the horizon scanning process and their likely impact on the Authority,
regulated entities, designated businesses and schemes assessed. If the event is likely to
crystallise or otherwise become more relevant, both the Authority and those parts of the
Page 12 of 15

regulated community likely to be affected need to develop and implement strategies to
mitigate the risks.
The Authority’s risk tolerance is higher across these areas, recognising that they are largely
outside of its control and its focus is to monitor them and address them should they
crystallise.
The following chart shows the six categories of external risk and the main sub-categories. This
is followed by an explanation of those risks.
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Government Policies

Political
External Relations

Political risk considers how actions taken by the
Island’s government may influence the way in which
the Authority is able to discharge its functions
and/or the functioning of the Island’s financial
services businesses. Factors to be considered
include the Island’s economic policies and its
external relationships with other jurisdictions and
international bodies. One political risk that has
direct relevance for the Authority is the extent to
which its independence
is maintained (or
compromised), independence being one of the
requirements of international regulatory standards.
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Economic risk is the impact that economic factors,
such as changes in interest rates, rising inflation and
an economic downturn, have on the risks to which
regulated entities are exposed. Such factors will
often be driven by events outside the Island.
Social risk is the risk that changes in social habits and
attitudes impact the Authority’s ability to fulfil its
regulatory objectives and industry’s ability to
operate effectively. This potentially covers a wide
range of factors but might, for example, include
certain industries and products becoming socially
unacceptable and different patterns/styles of
working become prevalent.
Technology risk in the context of the environment is
the risk that technological developments, for
example, artificial intelligence and robotics, displace
current modalities leading to upheaval in
established industries or the creation of completely
new industries.
Legal risk is the risk that legislation is imposed upon
the Authority which impacts its ability to discharge
its functions and comply with its objectives.
Environmental risk is the risk arising from the
environment we live in. A significant current risk is
that posed by climate change. The Authority
recognises this and is currently developing its
strategy and planning further engagement on this
with stakeholders.
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E. REVIEW
17. The Statement is reviewed annually or whenever there is significant change to the
Authority’s operating environment.
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